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Abstract
The ability to engineer the spatial wavefunction of photons has enabled a variety of quantum
protocols for communication, sensing, and information processing. These protocols exploit the
high dimensionality of structured light enabling the encoding of multiple bits of information in a
single photon, the measurement of small physical parameters, and the achievement of
unprecedented levels of security in schemes for cryptography. Unfortunately, the potential of
structured light has been restrained to free-space platforms in which the spatial profile of
photons is preserved. Here, we make an important step forward to using structured light for
fiber optical communication. We introduce a classical encryption protocol in which the
propagation of high-dimensional spatial modes in multimode fibers is used as a natural
mechanism for encryption. This provides a secure communication channel for data transmission.
The information encoded in spatial modes is retrieved using artificial neural networks, which are
trained from the intensity distributions of experimentally detected spatial modes. Our on-fiber
communication platform allows us to use single spatial modes for information encoding as well as
the high-dimensional superposition modes for bit-by-bit and byte-by-byte encoding respectively.
This protocol enables one to recover messages and images with almost perfect accuracy. Our
classical smart protocol for high-dimensional encryption in optical fibers provides a platform that
can be adapted to address increased per-photon information capacity at the quantum level, while
maintaining the fidelity of information transfer. This is key for quantum technologies relying on
structured fields of light, particularly those that are challenged by free-space propagation.

Among the multiple families of structured optical beams, Laguerre–Gaussian (LG) modes have received
particular attention for their orbital-angular-momentum (OAM) properties [1–4]. The OAM in this kind of
beam is induced by a helical phase front given by an azimuthal phase dependence of the form eiℓϕ, where ℓ
represents the OAM number and ϕ the azimuthal angle [1–5]. Over the past decade, there has been an
enormous interest in using photons carrying OAM for quantum communication and integrated photonics
applications [6–14]. These structured beams of light allow for the encoding of multiple bits of information in
a single photon [3–5]. Additionally, it has been shown that high-dimensional Hilbert spaces defined in the
OAM basis can increase the robustness of secure protocols for quantum communication [15–17]. However,
despite the enormous potential of structured photons, their vulnerabilities to phase distortions impose
important limitations on the realistic implementation of quantum technologies [3, 5, 6, 15, 18–22]. Indeed,
LG beams are not eigenmodes of commercial optical fibers and consequently their spatial profile is not
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preserved upon propagation. For this reason, quantum communication with structured photons has been
limited to free-space platforms [8, 23–27].

Recently, there has been an enormous interest in employing artificial neural networks to boost the
functionality and robustness of quantum technologies [28–33]. In the field of photonics, there has been
extensive research devoted to developing artificial neural networks for the implementation of novel optical
instruments [34–36]. Indeed, convolutional neural networks have enabled the demonstration of new
imaging schemes working at the single-photon level [19, 37, 38]. These protocols have been employed to
characterize structured photons in the LG, Hermite-Gaussian, and Bessel-Gaussian bases [3, 5, 6, 37–42].
Here, we introduce a machine learning protocol that exploits single and superposed spatial modes of light
propagating in multimode fibers for high-spatial-mode dimensional encryption. This is achieved by training
artificial neural networks from experimental spatial profiles in combination with a theoretical model that
describes the propagation of spatial modes in multimode fibers. The trained neural network enables us to
decrypt information encoded in spatial modes of light. We demonstrate robust and efficient bit-by-bit and
byte-by-byte encryption in commercial multimode fibers. Although a classical encryption scheme, our
protocol lends itself to possible adaptation at the single-photon level per an experimental setup similar to the
work found in [19].

The conceptual illustration of our smart encryption protocol is presented in figure 1(a). Here, Alice
prepares a message encoded in high-dimensional OAMmodes that is then sent to Bob through a 1-meter
long multimode fiber. From information theory, per-photon storage/transfer capacity scales as log2D, where
D is the dimensionality of the system [43]. D is determined by the number of spatial modes in superposition
when Alice encodes her message. For our protocol, the high-dimensionality encompasses up to an
eight-dimensional OAM state space. The protocol entails the use of the 8-bit ASCII (American Standard
Code for Information Interchange) code, allowing Alice to encode a message in two different ways using the
alphabet shown in figure 1(b). In the first approach, each character in the message is represented by a byte
(eight bits). Then, the OAMmodes from ℓ=+1 to ℓ=+8 are one-to-one correlated with the position of
each bit. The mode ℓ=+1 is the most significant bit and ℓ=+8 the least significant bit. Consequently, for
each character in the message, Alice has an eight-bit binary string where each bit position is mapped to an LG
mode and sequentially sent to Bob in a bit-by-bit fashion. In the second approach, Alice prepares a
high-dimensional one state (byte) composed of a superposition of eight bits representing a particular
character. This enables Alice to send a message to Bob through a sequence of characters, or byte-by-byte,
leading to a more computationally efficient process. It is worth mentioning that the use of the 8-bit ASCII
code as our ‘alphabet’ state space to encode a message from Alice to Bob is arbitrary and used for the purpose
of demonstrating our protocol. This 8-bit state space provides for an eight-dimensional spatial mode OAM
state to represent the byte. If the chosen encoding ‘alphabet’ is larger, the total possible state dimensionality
will be commensurate with the number of superposed OAMmodes needed to encode that state space, thus
increasing the dimensionality and complexity of the protocol. This scheme enables the mitigation of some
errors that may be introduced during the transmission and reception of information, such as the loss of bits.

We decrypt messages by training artificial neural networks with experimental spatial profiles in
combination with a theoretical model that describes our protocol. We now introduce our model to describe
propagation of spatial modes in multimode fibers. For this purpose, we consider the coupling of an encoded
message from free space to the transmission channel, namely the optical fiber. In this case, one has to
decompose the initially injected field into the modes that are sustained by the specific features of the fiber. For
the weakly guiding step-index fiber used in this experiment, the modes are described by the linearly polarized
(LP) solution set. The field distribution, in polar coordinates,Ψ(r,ϕ), is thus described by the solution of the
scalar Helmholtz equation, which for a cylindrical fiber with a core radius a is given by [44–46]

LPℓp = Nℓp

{
Jℓ(κTℓpr)exp(−iℓϕ) if r< a,
Kℓ(γℓpr)exp(−iℓϕ) if r⩾ a,

(1)

where Nℓp is a normalization constant, Jℓ(x) is the Bessel function of the first kind and order ℓ, and Kℓ(x) is
the modified Bessel function of the second kind and order ℓ. Note that the parameters κTℓp and γℓp
determine the oscillation rate of the field in the core and the cladding, respectively. These are defined by

κ2Tℓp = n2corek
2
0−β2ℓp, (2)

γ2ℓp = β2ℓp − n2claddingk
2
0, (3)

where k0 = 2π/λ0, with λ0 being the vacuum wavelength of the light inside the fiber, βℓp is the propagation
constant of the pth guided mode for each azimuthal index ℓ, and ncore and ncladding are the refractive indices

2



Mach. Learn.: Sci. Technol. 3 (2022) 035006 M L J Lollie et al

Figure 1. (a) Conceptual schematic of our encryption protocol. In this case, Alice sends the message ‘9’ to Bob in a bit-by-bit
fashion or through a superposition of spatial modes (byte-by-byte). The resulting computationally efficient feature vector is used
to train a neural network with high accuracy. The preprocessing details for encrypted modes can be found in the Methods section.
(b) The OAMmode-to-bit-position relation is shown along with superposition states that correspond to the ASCII digits from
zero to nine. This ‘alphabet’ is used to encode information in spatial modes carrying OAM. Our experimental setup is depicted in
(c). Note that the design is flexible and collimator free-space optical lenses can be used in lieu of lens/iris systems. Here, Alice
encodes a message using OAMmodes generated through a spatial light modulator (SLM). The spatial modes are coupled into a
1-meter long multimode fiber that is used to transmit information to Bob. In this case, we emulate multiple transmission
conditions by introducing stress to the fiber via mechanical manipulation. The resulting perturbations are used to encrypt the
message. We train our artificial neural network by collecting multiple spatial profiles of the distorted beams produced by the
multimode fiber. Each distorted spatial profile of the optical beam corresponds to a particular condition of stress exerted on the
fiber. Remarkably, our neural network is capable of recovering the initial superposition modes, converting them to the standard
alphabet characters for Bob at read out.

of the core and the cladding, respectively. For the description of the LP modes, the additional fiber parameter
V is required, which is defined as

V2 = κ2Tℓp + γ2ℓp =

(
2π

a

λ0

)2(
n2core− n2cladding

)
. (4)

This fiber parameter determines the amount of modes and their propagation constants. In our experiments,

we make use of a 1-meter long, 10 µm-diameter fiber, with N.A.=
√

n2core− n2cladding = 0.1. In these

conditions, an arbitrary field propagating along the fiber may be decomposed in six LP modes with indexes
(ℓ,p) ∈ {(−2,1),(−1,1),(0,1),(1,1),(2,1),(0,2)}. This implies that, regardless of the initial condition, the
output mode of the fiber can always be written as

Ψout(r,ϕ) =
∑
ℓ,p

cℓ,pLPℓ,p, (5)

where the coefficients cℓ,p are defined by the injected field and the properties of the optical fiber throughout
the propagation length. A key consideration for spatial light in fibers is the toroidal structure of an OAM
mode, with its optical vortex (phase singularity) along the propagation axis. The product of ℓ with the
azimuthal index ϕ gives the topological charge of the mode, and the diameter of the vortex scales with
increased quantum number ℓ. This limits the azimuthal diameter of modes coupled into the fiber. If the
vortex diameter of single or superposed modes is larger than that of the fiber diameter, this severely
attenuates the light coupled into the fiber, resulting in sub-optimal intensity profiles with which to train the
neural network.

In a realistic scenario, the local random variations of the fiber properties produce significant distortions
of spatial modes, thus making almost impossible to predict the spatial distribution of photons at the end of
the fiber, i.e. the coefficients cℓ,p in equation (5). This is the main motivation behind our machine-learning
protocol for encryption in optical fibers. In our experiments, variations are produced by a mechanical strain,
and in the case of superposition modes, by both strain and mixing of the modes during the propagation.
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Figure 2. Spatial intensity distributions of initial and encrypted LG modes obtained experimentally for the maximum strain in the
fiber (50 mm). Intensity profiles of individual modes with azimuthal quantum numbers, ℓ=−10, ℓ=−1, ℓ= 0, ℓ=+1,
ℓ=+10, before (a.1) and after (a.2) the propagation through the multimode fiber. (b.1) Superposition of LG modes representing
the numeric characters 0, 3, 4, 5, and 9. Each character has been encoded using the alphabet displayed in figure 1. The bottom row
(b.2) shows the encrypted modes corresponding to each of the superpositions. (c) Spatial profiles for the numeric character 1
obtained after propagation for different displacements of the fiber: 5, 12, 25, 37, and 50 mm. Note that the fiber experiences strain
due to the displacement, resulting in a dynamic intensity output.

Once optical spatial modes leave the fiber, the goal is to recover the sequence of transmitted modes either
bit-by-bit (individual modes) or byte-by-byte (superposition modes) as the case may be and then effectively
decode the optical profiles (images) to compose the message. In this respect, Bob exploits the self-learning
features of artificial neural networks to decrypt the information encoded in the distorted spatial modes
efficiently. To train the neural network, the data-set comprises a collection of down-sampled images,
rearranged as column vectors that correspond to the aberrated optical profiles, as shown in figure 1(a). After
the training, Bob utilizes the high efficiency of the neural network to retrieve the message by identifying
individual modes if the communication was bit-by-bit, or recognizing superposition modes when the
communication was byte-by-byte.

The schematic diagram of our experimental setup is shown in figure 1(c). Alice uses a He-Ne laser with a
spatial light modulator (SLM) to prepare the message to be sent using OAM states of light. The light beam is
then sent to Bob through multimode fiber, and the output is measured by a camera. More details of the
experiment can be found in the Methods section. Examples of different OAM intensity distributions
collected experimentally are shown in figure 2. Spatial profiles of individual LG modes with different
azimuthal quantum numbers (ℓ=−10, ℓ=−1, ℓ= 0, ℓ=+1, ℓ=+10) and LG superpositions, before the
multimode fiber, are displayed in figures 2(a.1) and (b.1), respectively. Each superposition has unique
intensity distribution given by combining two and up to eight OAM single modes, depending on the
character to be represented (see the alphabet shown in figure 1(b)). For demonstration purposes,
figure 2(b.1) presents superpositions of LG modes for the numeric characters: 0, 3, 4, 5 and 9.

As mentioned above, once a spatial mode is transmitted through the fiber, there is significant distortion
from the applied tension, the local variations of the fiber properties, and even the noise of the camera sensor,
resulting in an encrypted mode. Figures 2(a.2) and (b.2) show the encrypted modes corresponding to the
spatial beams in figures 2(a.1) and (b.1), respectively, for a displacement of 50 mm, which represents the
maximum strain that may be applied in the fiber in our experiment. Note that intensity distributions of the
encrypted modes change drastically with respect to the distributions of the initial modes. Moreover, the
shape of the intensity patterns can change significantly as a function of the strain experienced by the fiber.
Figure 2(c) displays spatial profiles for LG superposition of the character 1 with different applied tension
represented by the displacements: 0, 12, 25, 37, and 50 mm. Importantly, these distortions are induced
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Figure 3. (a) Cross-talk matrix for LG modes with azimuthal quantum numbers from ℓ=−10 to ℓ=+10. Note that the LG
modes are distorted severely, so the identification is practically impossible. (b) Diagonal cross-talk matrix obtained after applying
our neural network. Our approach provides a powerful tool to recognize OAMmodes after the fiber with an efficiency of 98%.
(c) The cross-talk matrix obtained for the LG superpositions that represent the numeric characters zero to nine. The diagonal
elements indicate that the transmitted characters are correctly identified. This neural network exhibits a performance of 99.9%.
(d) Smart communication protocol with Alice sending the message ‘This is my first message!’ (upper message) and the image of a
Mexican pyramid (bottom message) to Bob through the multimode fiber. The transmission of the text and image is bit-by-bit and
byte-by-byte, respectively. Bob deciphers both messages by using the trained neural network (NN) with near-unity accuracy.

randomly, which leads to an unbounded set of encrypted modes. Nevertheless, our neural network (NN) can
decode these encrypted modes with high accuracy for both individual modes and mode superpositions. This
effectively generalizes an unbounded set from a limited collection of labeled examples. In standard
encryption techniques, the encryption key must be secret, and typically the same key is used for both
encryption and decryption processes. In our smart communication protocol, the local variations of the fiber
properties act as the encryption key. This key is unknown and different for each encrypted mode because
distortions in the spatial profiles are induced randomly. Interestingly, our NN provides a universal
decryption key to retrieve the entered modes. Note that the strength of the encryption relies on the random
variations induced by the multimode fiber whereas the security of the decryption key is based on the correct
optimization of the NN synaptic weights during the training stage.

To study the LG mode cross-talk when the beam propagates through the fiber, we measured the cross-talk
matrix for modes with azimuthal quantum numbers from ℓ=−10 to ℓ=+10. In the cross-talk matrix, the
diagonal elements represent the conditional probabilities among the transmitted and detected modes that
were correctly recognized. Remarkably, the diagonal elements in our cross-talk matrix are erased completely
as indicated by figure 3(a). In fact, it is practically impossible to recognize any mode. However, as shown in
figures 3(b) and (c), we exploit the functionality of machine learning algorithms to design a NN sufficiently
sensitive to discern LG modes after the multimode fiber, enabling us to reconstruct a diagonal cross-talk
matrix. To show the ability of our machine-learning algorithms to recognize encrypted OAMmodes, we first
design, train, and test a multi-layer neural network with the capacity to identify LG beams with different
positive and negative topological charges, which go from ℓ=−10 to ℓ=+10. It is known that two pure LG
modes with identical radial numbers but with opposite topological charges are indistinguishable using
intensity measurements solely because they present exactly the same distributions. However, we
experimentally demonstrate that our approach enables the discrimination of oppositely charged LG modes
from their intensity patterns. We exploit the fact that OAM propagation through the multimode fiber
induces phase distortions. The fiber is interpreted to be a ‘disordered’ medium due to the inherent noise and
the local variations of its properties. This leads to distinct modal cross-talk for the LG modes and their
conjugates, resulting in changes in the intensity profiles. Consequently, this allows the NN algorithms to
distinguish opposite LG modes unequivocally. Thus, our approach overcomes the limitations of existing
strategies based on projection measurements and phase-measurement interferometry techniques. As seen in
figure 3(b), we obtain a classification accuracy of 98%.
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Now we describe the implementation of the smart communication protocol using the trained NN. For
bit-by-bit communication, we select the LG modes from ℓ=+1 to ℓ=+8 to form 8-bit binary words that
allow us to encode characters from the ASCII code. It is worth mentioning that by using these eight modes,
our neural network reaches an overall accuracy of 99.9%. Again, Alice encodes a message using the alphabet
shown in figure 1(b). This process is presented in figure 3(d). Alice prepares the plain text ‘This is my first
message!’ that is transmitted to Bob through the multimode fiber. Note that we show the detailed encoding
and decoding processes for a particular character. In the figure, we highlight the exclamation mark, however
the same stages are applied for all the characters of the message. The communication channel acts as the
encryption process, so Bob receives a sequence of indistinguishable intensity profiles. The goal is to recover
the sequence of transmitted bits by Alice from the intensity distributions. Prior to the decryption process,
Bob carries out image pre-processing that includes the transformation of an image from RGB to grayscale.
This is followed by the down-sampling process and the rearrangement of the pixels from resulting matrices
into column vectors. In the decryption process, Bob uses the neural network to decipher the message by
identifying each received LG mode and translating it via the standard alphabet. Note that to decrypt the
spatial modes that leave the multimode fiber, essentially, Bob solves a classification problem using the neural
network, where the output classes are the LG modes from ℓ=+1 to ℓ=+8.

To describe the implementation of our proof-of-principle smart communication protocol for
byte-by-byte communication, LG superposition modes are prepared using the alphabet in figure 1(b). We
begin by using the dataset of encrypted superposition modes to train, validate and test a neural network that
maps the distorted mixtures to one of the transmitted digits. Importantly, the defined output classes for
byte-by-byte communication protocol are the digits formed by the superpositions of LG modes. After
training, the performance of our neural network is 99.9%. This demonstrates the ability of our neural
network to discern, with near-unity accuracy, experimental superpositions of LG modes. This is highlighted
via the cross-talk matrix in figure 3(c). Furthermore, to unveil the utility and functionality of our smart
communication protocol, figure 3(d) presents a scheme where Alice sends the image of a Mexican pyramid
to Bob through the multimode fiber. As in the previous case for the plain text, we emphasize the involved
processes in the communication protocol for three particular pixels from the image. Here, each pixel of the
image is represented by an eight-bit word whose decimal value is ‘1’ for white pixels and ‘0’ for black pixels.
Alice can employ the superposition modes that represent the digits ‘1’ and ‘0’ to map the image and transmit
it byte-by-byte (or equivalently pixel-by-pixel) through the communication channel. Thus, Bob receives one
by one the encrypted pixels that comprise the image and preprocesses them. Then, Bob uses the neural
network to identify the digits encoded in the superposition modes, after which he can retrieve the Mexican
pyramid. At this point it is worth mentioning that, after the propagation, the image information cannot be
inferred from the distorted beams. This decryption process requires the trained neural network to recover
the plain image.

We quantify the integrity of the received information by calculating the mean squared error (MSE),
defined byMSE= 1

n ⟨e|e⟩ where e= (ŷ− y). Here, ŷ and y are vectors that contain the received and
transmitted bytes, respectively. The measured MSE for both the message and image is zero. This validates the
robustness and high efficiency of our protocol to decode OAMmodes transmitted through the multimode
fiber.

In summary, we have demonstrated a machine learning protocol that employs spatial modes of light in
commercial multimode fibers for high-dimensional encryption. This classical protocol was implemented on
a communication platform that utilizes LG modes for high-dimensional bit-by-bit and byte-by-byte
encoding. The method relies on a theoretical model that exploits the training of artificial neural networks for
identification of spatial optical modes distorted by multimode fibers. This process allows for the recovery of
encrypted messages and images with almost perfect accuracy. Our smart protocol for high-dimensional
optical encryption using spatial modes in optical fibers has key implications for quantum technologies that
rely on structured fields of light, especially those technologies where free-space propagation poses significant
challenges.

1. Methods

1.1. Experiment
The schematic diagram of our experimental setup is shown in figure 1(c). We use a He-Ne laser at 633 nm
that is spatially filtered by a single-mode fiber. The output beam with a Gaussian profile illuminates a SLM
displaying a computer-generated hologram. The SLM together with a 4f-optical system allows us to prepare
any arbitrary spatial mode of light carrying OAM. We then use a telescope to demagnify the structured beam
before coupling into a multimode fiber with diameter of 10 µm. The preparation of the modes used to store
the message to be sent is performed by Alice. At the output of the fiber, Bob uses a camera to measure the

6



Mach. Learn.: Sci. Technol. 3 (2022) 035006 M L J Lollie et al

collimated spatial profile of the communicated modes. Mechanical stress is induced in the fiber channel to
generate the neural network training palette. The fiber is configured in a loop with the base secured to the
optical table. The top of the loop is secured to a 3D translation stage with displacement occurring along the
y-axis (orthogonal to and away from the plane of the table). Displacing the top of the loop attached to the
translation stage 50 mm produces strain in the fiber. As the fiber is being pulled taut, successive images show
the dynamic change of the mode, so the output at detection is now an LG mode distorted both via the
multimode-fiber beam transformation as well as the applied tension. A camera is used to detect and display
the output image. Two sets of data are taken: (1) the SLM is programmed to produce holograms for each
OAMmode from−10 to 10, 21 modes total. For each mode, one image is captured at 0.10 mm translation
intervals for a total displacement of 50 mm producing 500 images equivalent to 500 strain steps. (2) The SLM
is programmed to produce holograms of OAM superposition modes for the 8-bit ASCII characters zero to
nine. Each character is represented by a superposition of two, three, four, or five OAM single modes. One
image is captured per 0.25 mm displacement interval over 50 mm for a total of 200 images per each
superposition mode resulting in a total of 200 strain steps. A possible contributor to optical setup instability
is power fluctuation of the laser. However, our protocol uses the Helium-Neon laser, which is ubiquitous in
optics experiments. The time frame for the longest data collection, the 500 strain steps for each OAMmode
at 21 total modes producing 10 500 images was 120 min, using MATLAB 2019a to automate the SLM
programming. We found the laser power to be fairly constant with several power measurements at the
beginning and end of each data collection.

1.2. NN training
In what follows, we describe technical aspects of the neural networks developed in this work. The acquired
sets of images in combination with machine learning algorithms enable the identification of distorted LG
modes. This renders the originally encoded modes (message). The machine learning algorithms are
characterized by solve tasks where conventional algorithms offer low performances or limited efficiencies.
Typically, these solve tasks exploit a given collection of labeled examples or ‘past experiences’ to predict the
outcome for new data [30, 47]. We implement feed-forward neural networks with sigmoid neurons in the
single hidden layer and softmax neurons in the output layer, to identify spatial modes transmitted through a
multimode fiber. In this architecture, each neuron in a specific layer is connected to each neuron of the next
layer through a synaptic weight. These synaptic weights are optimized by using the scaled conjugate gradient
back-propagation algorithm [48] in a direction that minimizes the cross-entropy [49, 50]. Because sigmoid
neurons are ranged in the interval [0, 1], the cross-entropy is used as the loss function, as it has been shown
to be ideal for classification tasks [49].

As is standard in artificial neural networks, these algorithms undergo two stages, training and test. We
use a batch size of 10 500 samples for individual modes if the communication is bit-by-bit and a batch size of
2000 samples for superposition modes if the communication is byte-by-byte. In both cases, we devoted 70%
of the dataset for training, 15% to validation, and 15% to testing. To avoid overfitting, the algorithm
implements an early stopping technique that stops training once (1) the model performance stops improving
on the validation dataset, (2) the model reaches a maximum number of 1000 epochs, and (3) the model
performance achieves a performance gradient less than 10−6. In all cases, the networks were trained and
tested with balanced data to avoid bias in identification, and the testing data was always excluded from the
training stage. More specifically, we train our neural networks [51] from distorted modes collected by the
CCD camera after the propagation through the fiber. The collection of RGB high-resolution images (1200×
1024 pixels) are converted into grayscale images by eliminating the hue and saturation information but
retaining the luminance. To reduce the data dimension, a down-sampling process is performed on the
resulting monochromatic images by averaging small clusters of 140× 140 pixels to form images of 9× 7
pixels. In this way, the feature vector is obtained by reorganizing the pixels of the resulting images as a
column vector. At this point, it is important to stress that the proper choice of the feature vector can have a
dramatic effect on the performance results. As shown in the main manuscript, our extreme reduction in the
image resolution allows us to train neural networks in a short time with low computational resources while
maintaining a high recognition rate. Once the NN has been trained, Bob can utilize its high efficiency to
retrieve the message sent by Alice, even if the channel is under strain, with high confidence in both message
security and integrity. Interestingly, our neural networks are capable of decrypting the encoded intensity
profile images at 14 milliseconds for both bit-by-bit and byte-by-byte communication protocols. In order to
assess the performance of the neural networks, we compute the ratio of the sum of false negatives and false
positives to the total number of input observations, the so-called accuracy. We have run all of our algorithms
in a computer with an Intel Core i7-4710MQ CPU (@2.50GHz) and 32GB of RAM with MATLAB 2019a.
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